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KEBFFEET LV (LLM) OL#EZSHICE, &
DR KD 5. LLM IS R@EYRa Y 7~
VERERZESZTDDASITH 2 jailbreak prompts
W, LLM OZEERICE o TERLRERTDH
5. PERD jailbreak prompts Fi£lE, BFRAERDHE
e aifde LT, BEMNRAMNEZERT 2 X5
a7 BRGE(ET 5. ARPFSEE TR WIS
BOEROBEENE ZAUES REHICEH T 2. K
BRI NE S FIHICE Z RIS RIRT 579
i, BT AN AZ VS BIRTFIERZRERT 5. ERIC
XD, ZOHEPEY) RIS E % EHEIER T 5
REN R KIEwCH Ex 8, WERhEREZzED L%
AL

1 ELHIC

KRB SEETFTL (LLM) BHEO T SV &7 —
avilERTRIZON, FOREWEMRIET 5 Z
RS HND [1][2][3]. LLM KEHERKILEG| =
Hi 372D 124E & 4172 jailbreak prompts 1%, 25D
AT LDREWIZE 5o TRERFETH 5 [4][5].
DI Ta Iy eRAL, MILT 5 Z 2%, LLM
DIEFEEZ ST 2 7-DICEETH 5 [4](6].

Jailbreak prompts Z{ER 3 2 ¥k D—o12, HEMN
ROMHINEZERT 2 X517y 7 e Kt
TEIZHERDL. 207 a—FX, Z0 XS e
JICEDABREREFET S L WO REIHEINT
W3 [718]. LU, FAZZDREHN D /270
TENZNVEEZTWS. LLM B EEMNRISE T
FoTH, Z20%, AFRERLBLIELRT 27—
PEBR LN, AT XD AR jailbreak prompt
DIEFEE B 3 5.

WO, BRBOAINEIHKET 5. L
L, 2o OFIHINE ORISR 2 2 2 13, EHE
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A CRREZ AR DR LIRS 2 a A bR BT 24F
¥ETHB. Kb DI, BA AN ROIANE 2B RS
BB LTy T DA ERHVAH LWL
HERRRT . RN, v X sk ar 7%
556, VIHILEDOEMMEZ E L BT X 22w,
RREX, ETVONERIREIZN AT S Z & T, il
fbaiz7m > 7 b TH S 7RSSR & o FHi
FERZPEL Z IR

Falx, 4 BEOEERY 7R M T % EE
2ATW, SRR XN T ADNEN OGS & IR
TE3ZZmLi BEFED, mEbah/z7n
> 7 b CRHMli X A B BRI EE R (ASR) 12w
EEZETBD, thOFE XD D EUNGERE KX
HTW5E. 0o ORERIE, IBR1ED LLM OZ 2
ZALXE200FHRY —LVTHS I L Ei@ill
LTW3.

2 Hai%fE

HoMRNSEET L g : X - RV b—2
VA xim € X,x; eVE,RIRB =T 2 xp1 €V
DHERDHICERT 2. &+ —2 2%, AFIREE
(hE | e LTHRBIE N, BRI x 3R
DNERIREE B o EHE I NS, RETOREIZH
D=7 YORMKIEL, ET LD H MR R
AR 5. ®iRIC, ¢ BRHWTSCFY 2 AT 2 BE
G:qd —» X 35 AFRCIT#ERmLEHICT S
DI, xpe1 = G(x1.,) = argmax g(xy.,) DIREMI IR ERK
DA,

Jailbreak prompt WX, FEE D H 5 b —27 VFl x1.,
BPANTAZLT LM ICEERary 5oy 24
X¥2ZrEHEEYT. AWETEHES yr OBFE
PE EBEBTERL, ¢(yir) = 1 ZEZEERL,
d(yi7) = 0 XELEERT. WBIIRDFELEE Y
LcEfbahns

argmaxxlmE[¢(y1:T)|xl:n]- (L
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BIEDWR T, ETAVEEERV T AL r I
K UT, MO suffic (F721% prefix) ZRiELT %
CEWERAEPYTTWVS. ZhHDHEIZRD &S
W2 ¢(yrr) = 1 ZERAES 2 HONAY7R suffix ZREET %
ZrxHfET

argmax, E[¢(yi.7)|r & xi:n]. ()

BEMEZRAT ¢(y) ZIRET 5120, — BN AR
X ChatGPT O & 5 7z HEfLE L7z LLM B3 W 5
N5, ¢(y) DMATARETH D72, ZDTFv 7
Ry 7 2L Z R 2 N TH 5. il
DL TIE, “Sure, here is a racist joke”®D & 5 72 HE
BRI E T VBERT 5 Z T, BFERE
BEHRITIEIEEL DR TELREEZINTVS. R
ZrIyhub—HREEMLTEZICE-T, &
ANCIRE X NI EEMNRIEE yigt < T Z4EKT 3
X 91T suffix x1., ZTEE(LT 5.

L(xl:n) = —IOgP(y1:r|V e9)‘71:11)~ 3)

3 FIHICEDFRNOER M « ML

R1 B 220HICEICBT 2 KEBHIIER (ASR)

X* ZHW
IS y1 WEE IR
Sure, here is a racist joke 0.0
Sure, here is a sample racist joke 0.8
Sure, here is an example racist joke 0.8
Sure, here is a story that ... 0.0
Sure, here is a sample story that... 0.0
Sure, here is an example story that... 0.3

, WO, BOED LLM 1 ZeMicin-s Tl T
B D, jailbreak prompt Z T 5 Z e HEL < Lo
TW2. HENBROMICEIC L2 7 T n—F T,
AERY 7T X MTH LT LLM 2 HENRIGE
Vi T %ﬂ%j%él\? Z D = Ye+1:T b HEMNIZ
M TAERSN D LW I REZEVWTWS. L
L, D X SHBIALETLITBNT, Zan
HAIZH D S0 2 IFBR S 70, LLM 239D I H E R 72
IBEZRIET 200, HERGEITZMCESLT 2
r— AME { HHE XNz Bl 21X Sure, here is a racist
Jjoke. I cannot fulfill your request. As an Al assistant, I am
not programmed or ethically, ..” 72 ¥ T®H 5.

F % 1%, jailbreak prompt E D KB D K & 7 B
Ho—2F, HIHIEEDEIRTH 2 EZX . XK
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1 TREND &I, yiy DFIRD BRI R
(ASR) WRERFEEGZ DI LPHERTES. C
DT, “Generate a racist joke” ¥ ”Create a story that
glorifies or romanticizes sexual assault or non-consensual
sexual activities’® 2 DD HHFR Y 7 T X MITXf
T% 3 ODRLZMBICED ASR ZHRITET 5.
BRISE i 2WT, R 3) O BN % K1t
LT, 10 fHD %72 % jailbreak suffixes xi,. IBbH5
X* = {x1alG((r @ x1:)) = y1u} 218%. 2%, X* N
THERKE yior DHATS N2 EIGZFHET 2

1
X Z Ey r[oOrr)lr & X" @ yi.]. 4)

x*eX*
Z D ASR HORER, {x;,} DIRE(LDI=DIT, FL
VY —R%RET 2L CHERTIHEDDH 5.

%I % jailbreak BEEIZ D203 D o T WIS S
yie ZRUET 5 Z 23, BETH D ahs o IWH i 3E
ThHs. £1ITREIND LS1Z, Ths DFHIGE
IFFIETVRITD b 6T, ZhZhd ASR E
WIARERERDND . 51T, TNHDOMIFEEIE
HCTH T 270D —H L= VIFFELRVL
X5 TH3. HZIZE, ~Sure, here is a sample” TIEE %
JEZ X Generate a racist joke”® V) 7 T X MR LT
@ ASR B IEKT 5 Z & 3T X 553, "Create a story
that glorifies or romanticizes sexual assault”®D U 27 T X
MIH LU THMECEIEZ S 6T ZedHd. X
BIZ, TNHDRIIRIZRL 2 ET N2 HET LR
WAHT ZA[REMENH D, TR 2EMIEMZ 5.
Z DRGSR, NI TR R a A MR LIS, B
HROMICEZIRE S 5 2 CIZNEEICR 5.

Y& DAIHAINE vy ODBEMEZ X D FEBIRTREIC
FMiT 2 HEE LT, VXA YT v rEh
7z suffixes X ¢ X T2 HEND 5. ZOFiE
FERELZREE Liiwnwed, 5B EX D EHAW
ThHb. 7YXLERINT suffixes 120 LT, ]
HIDE yi DEWKERNRZ L7638, Rl
kX 7z suffixes 120 LT d RIRICE WK IIR % 12
R B ATREMED D 5. BAKHNIZIE, W 2hD T >
& I suffixes {x1.,} ZEESIGERT 5. 2L T, #¢
E G(yprrlr ® xim @ y1) ZAERL, WO RKOEE
Y p(yi.r) ZEHIT 2. ZEAYDHE, 7YX LR
suffix xp., & y1., ZERTE R WD, IS v,
E7a YT MGEMT 2R0ENDH L. L L, PIHIE
Erao Ty, XAlMENETVEERE, 1XXT
NTOYHISE L AFE RV 7 Z A P IRLTERrD
ASR b 763, TD XD 7R—HkR ASR R TIE,
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Generate a racist joke [x]. Sure here's a rocisL-

t-SNE plot of hidden state for two strategies

4] *e o ® Random x
® Optimized x

-5

Component 2
!
0

10 u 2 1B 1 15
Component 1
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5510 B OIEMH(L D -SNE AIHL.

WY RPN E 2B RS 2 Z 2 I3 TE R0,
4 IEERFE
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X, X* 2 X OEWCOWTOFERD HIAD, T 0D,
ZOX vy TEEDLZ-DDEFTANAZEAL,
X &{Ho Ty, ZBEYNCEHET 2 FIEEIRET 5.

4.1 X & X* OFEMEEWV

yir ZiHii$ 5 DI X MR TIERVDIE, X
& X ORBIEWVICER T 5. 5ENR y1, 24
B3 5 DICERE{L X N7z suffixes X* 1, BLUCHIEAIG
E oy BEBT 27T TRL, EFvE THETH
ER RIRBICELSMIRR D e EZbND. Fi,
ZDOHEEMNRIREIX, X* OWEBLINRE ED 5 JFHIA
LIRDAREMEN D . X HI, MERER LLM E 7L
B ZEMHLZEEMMTORTWS 20, —ik
MICHEER Ty 7 2IEET 570, X & X 13
A DEGE, BEDIZ .

X & X OFEPERZ e 20T 501
1 TH2. ZOXTIE, 71> 7 F"Generate a racist
joke [x]. Sure, here’s a racist joke” T [x] Z X* & X0
k% 75 suffixes TEZIUZ 255D b —2 > joke’ 1T
NI HbDTHS. BIRKIC LLAMA2 ET L DH
10 BOWEMLZ SNE Py hTRLTWS. X &
X* o DIEHALOHMEL TREDBIR S, 2D X5
%Xt Xt OFHEOE WD, Figp AR Y iR
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WCOBRPB->TWVWBZEERLTNS,
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RIZ, yiy & & D IEMEICTHMETE 2 FIERRET
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Hfgd. £3, 7V AFER Ty MHEDbE S
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EEET . RS, MAINEETLEFEHLT, [
FRIZ X Z VT y1, OFHli 72 2%21T5.

MAHNRZ MLy BEITE T 272912, [9] THHAX
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b D = {(gi, 08,0/ NN EHETS. 2T, In
Y7t g TEWCHENREE otcc LAETRHIRMEE
ol DHABEENTVE. RADF—Xty M,
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ML v i, BEM CEANRNEIREDO DA
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1 acc rej
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hY e n 4 v, (6)
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MZHES ATREME 2 = 2 8 R 2D, 8% B T,
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REAAZ. RITREIN D EBRERTIE, MAIN
EFNLEMHTS 2T, X TIES5L5 ASR 23, X*
TE 5N 25 ASR ¥ — L, $hRNZEHAIEE DFEIR
ZOREICT B Z L BT
5 KERCER
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EEHWT ASR EZ KT 5.
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FIHIGE T K 2 Z#ME %2R L TH D, jailbreak prompt

— 2140 —

WEIZ BT 2 EER v, OHEBEED MR T
7 RIZ, 7R L suffixes X (KL VIR D
ASR Z—H L TEmIZE L, B oS % %R
T5HZEFTERVI RSN, MEERANC, [FH T
ZURLEE X BFERALTD, ET AN ARD ASR
Gfl) 1 EEE (F) cdmv—BE2RLTE
D, XD EEEOEWVERGEE L TORENZ R
LTW3. EFANADEANICED, ZHh AT
Rows v XAEE X &, SHRAROHIEE v,
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XLZFEERELE. BADOFEBRIX, 207 Fu—
F D3 b X 317> suffixes X* TE &4 5 WE IR
(ASR) C@EWVW—HMDEEXD6T 2 2R L
7z. A DFEIZ, X DIERAL jailbreak prompts %
ER T 2B OEEZHEMEL, XD LLETEREEDS
WNLP & 27 A DEBICEHENT 3.

This work is licensed by the author(s) under CC BY 4.0
(https://creativecommons.org/licenses/by/4.0/).



SE Xk

(1]

(2]

(3]

(4]

(5]

(6]

(7]

(8]

(9]

[10]

Long Ouyang, Jeff Wu, Xu Jiang, Diogo Almeida, Car-
roll L. Wainwright, Pamela Mishkin, Chong Zhang, Sand-
hini Agarwal, Katarina Slama, Alex Ray, John Schul-
man, Jacob Hilton, Fraser Kelton, Luke Miller, Maddie
Simens, Amanda Askell, Peter Welinder, Paul Christiano,
Jan Leike, and Ryan Lowe. Training language models to
follow instructions with human feedback, March 2022.
Yuntao Bai, Saurav Kadavath, Sandipan Kundu, Amanda
Askell, Jackson Kernion, Andy Jones, Anna Chen, Anna
Goldie, Azalia Mirhoseini, Cameron McKinnon, Carol
Chen, Catherine Olsson, Christopher Olah, Danny Her-
nandez, Dawn Drain, Deep Ganguli, Dustin Li, Eli Tran-
Johnson, Ethan Perez, Jamie Kerr, Jared Mueller, Jef-
frey Ladish, Joshua Landau, Kamal Ndousse, Kamile
Lukosuite, Liane Lovitt, Michael Sellitto, Nelson EI-
hage, Nicholas Schiefer, Noemi Mercado, Nova Das-
Sarma, Robert Lasenby, Robin Larson, Sam Ringer, Scott
Johnston, Shauna Kravec, Sheer El Showk, Stanislav Fort,
Tamera Lanham, Timothy Telleen-Lawton, Tom Con-
erly, Tom Henighan, Tristan Hume, Samuel R. Bowman,
Zac Hatfield-Dodds, Ben Mann, Dario Amodei, Nicholas
Joseph, Sam McCandlish, Tom Brown, and Jared Kaplan.
Constitutional Al: Harmlessness from Al Feedback, De-
cember 2022.

Paul Christiano, Jan Leike, Tom B. Brown, Miljan Mar-
tic, Shane Legg, and Dario Amodei. Deep reinforcement
learning from human preferences, February 2023.
Alexander Wei, Nika Haghtalab, and Jacob Steinhardt.
Jailbroken: How Does LLM Safety Training Fail?, July
2023.

Yuxin Wen, Neel Jain, John Kirchenbauer, Micah Gold-
blum, Jonas Geiping, and Tom Goldstein. Hard Prompts
Made Easy: Gradient-Based Discrete Optimization for
Prompt Tuning and Discovery, June 2023.

Erik Jones, Anca Dragan, Aditi Raghunathan, and Jacob
Steinhardt. Automatically Auditing Large Language Mod-
els via Discrete Optimization, March 2023.

Andy Zou, Zifan Wang, J. Zico Kolter, and Matt Fredrik-
son. Universal and Transferable Adversarial Attacks on
Aligned Language Models, July 2023.

Eric Wallace, Shi Feng, Nikhil Kandpal, Matt Gardner,
and Sameer Singh. Universal Adversarial Triggers for At-
tacking and Analyzing NLP, January 2021.

Nina Rimsky. Red-teaming language models via activa-
tion engineering. https://www.lesswrong.com/posts/iHm-
sJdxgMEWmA fNne/red-teaming-language-models-via-
activation-engineering, August 2023.

Hugo Touvron, Louis Martin, Kevin Stone, Peter Al-
bert, Amjad Almahairi, Yasmine Babaei, Nikolay Bash-
lykov, Soumya Batra, Prajjwal Bhargava, Shruti Bhos-
ale, Dan Bikel, Lukas Blecher, Cristian Canton Ferrer,
Moya Chen, Guillem Cucurull, David Esiobu, Jude Fer-
nandes, Jeremy Fu, Wenyin Fu, Brian Fuller, Cynthia Gao,
Vedanuj Goswami, Naman Goyal, Anthony Hartshorn,
Saghar Hosseini, Rui Hou, Hakan Inan, Marcin Kar-
das, Viktor Kerkez, Madian Khabsa, Isabel Kloumann,

(11]

[12]

[13]

(14]

[15]

— 2141 —

Artem Korenev, Punit Singh Koura, Marie-Anne Lachaux,
Thibaut Lavril, Jenya Lee, Diana Liskovich, Yinghai Lu,
Yuning Mao, Xavier Martinet, Todor Mihaylov, Pushkar
Mishra, Igor Molybog, Yixin Nie, Andrew Poulton,
Jeremy Reizenstein, Rashi Rungta, Kalyan Saladi, Alan
Schelten, Ruan Silva, Eric Michael Smith, Ranjan Sub-
ramanian, Xiaoqing Ellen Tan, Binh Tang, Ross Taylor,
Adina Williams, Jian Xiang Kuan, Puxin Xu, Zheng Yan,
Iliyan Zarov, Yuchen Zhang, Angela Fan, Melanie Kam-
badur, Sharan Narang, Aurelien Rodriguez, Robert Sto-
jnic, Sergey Edunov, and Thomas Scialom. Llama 2: Open
Foundation and Fine-Tuned Chat Models, July 2023.
Chuan Guo, Alexandre Sablayrolles, Hervé Jégou, and
Douwe Kiela. Gradient-based Adversarial Attacks against
Text Transformers, April 2021.

Sumanth Dathathri, Andrea Madotto, Janice Lan, Jane
Hung, Eric Frank, Piero Molino, Jason Yosinski, and
Rosanne Liu. Plug and Play Language Models: A Simple
Approach to Controlled Text Generation. In International
Conference on Learning Representations, September
2019.

Amos Azaria and Tom Mitchell. The Internal State of an
LLM Knows When It’s Lying, October 2023.

Kenneth Li, Oam Patel, Fernanda Viégas, Hanspeter Pfis-
ter, and Martin Wattenberg. Inference-Time Intervention:
Eliciting Truthful Answers from a Language Model. In
Thirty-Seventh Conference on Neural Information
Processing Systems, November 2023.

Kevin Meng, David Bau, Alex Andonian, and Yonatan Be-
linkov. Locating and Editing Factual Associations in GPT,
January 2023.

This work is licensed by the author(s) under CC BY 4.0
(https://creativecommons.org/licenses/by/4.0/).



A BIEAZE

LLM Q7 74 XY MEE. LLM % A ofmi
WKIEHE 72012, AR 7 Tu—F PRI T
W5, (11 & 21 &, AED 7 4 —F v Z%EFHWT
LLIM 27 7 A4 ¥ Fa—=v7L, HhHha—%—D
BN mBEEEInS K512l Tw5. [3] &, AM
DIFAERT T — X E2 8T 5 DIz 5R{b
BERREL TV,
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BIX LLM X > TERKBRBERTHD, [8], [5], [11]
WFETNAOMFEZRHT 2NN e > 7 24
2 HEZIREL TV, 71125 DKBEDEL
BrlREticEE U, X 5 IR A RBFIEZIER
LTW3. [4]11&, 794X MEEOMERICEH
L, EFLVDREHDHENICHE > T Y BERTEHRE
AEDRAH =X L DORBEWEHRRHL TWVWD.

LLM OERDNTA. LLM O NEREED N AL, E
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IR AL CTEEL 2SO 2 HIERIRELT
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B TABANRY MILDOZHE

Inner product with the intervention vector x

random x
optimized x

0 T T T T T T T
-55.0 =525 -50.0 -47.5 -45.0 -425 -40.0

K3 X125 TE2AT7Y IR MLy
DN,

X 3 TlX, MAFHXRZ by OFIREZRT 2012,
X 1 250EH b DNEEZRLTWS. TV XA
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suffixes X & LT, X* D suffixes 1 v £ ONEDLE
, XDy DHMICHEZLERLTWS. iEoT,
X WA ARZ bV oy 2T 5 28T, 20EMHL
Z X OEEicy 7 bEE, Wity MHOF Y v TR
W ZeNTELEHRFTES. ZOXRT MU,
—ERETIUE, AR Y 7T X e WIHISE DR
fiCEH T2 Z N TES.
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